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As data storage migrates to the network edge to limit latency, and applications move to distributed system models to
increase capacity and speed, definitive synchronization requirements have become an integral data center design ele-
ment. Large, distributed databases are now in the petabyte and exabyte scale, execute thousands of transactions per
second (TPS) [1], and must have multiple replications of data in multiple global locations. Managing data consistency
between replications drives the need for synchronization between servers in a data center and also between data cen-
ters that may be separated by thousands of miles. The level of timing accuracy required for a specific distributed system,
application, or database is dependent on several factors that must be considered when planning a timing architecture.
This white paper explores several of the factors, introduces the concept of time envelopes per second to quantify the
clock requirements, and discusses various solutions using distributed externally synchronized clocks

Data Consistency and the Requirement for Precision Time
Data consistency is the need for a record, at a fixed point in time, to have the same value across all replications of a
database or application. There are many alternate terms with various nuances (causal consistency, local consistency,
global consistency, strong consistency, eventual consistency) [2], but they all have the same basic principle: the value
is consistent across the database at a timestamped point—even if this was only achieved by altering the value in some
replications through post-execution reconciliation.
Achieving this is a trivial task if the entire database or system is stored in one unreplicated instance on one machine.
For globally distributed systems with multiple replications, this would still be a trivial task in a world without communica-
tion delays and if each server had access to absolute time with no uncertainty. However, communications delays exist,
and absolute time without uncertainty doesn’t exist. Issues such as physical distance, the communication path technol-
ogy, asymmetry, and clock uncertainty at each location all create challenges that must be mitigated. 
By globally distributing databases and applications at the network edge, the communications delays—or latency—
between users and the databases are minimized. As an example, consider a database with all its replications located
in a data center in Ashburn, VA. A user in San Jose, CA needs to communicate with the server. The theoretical fastest
transfer of information between the two sites is limited by the speed of light at 12.7 ms. Something as simple as reading
a value from the database requires a round trip message, meaning that the latency would be ~25 ms. Even with a ded-
icated fiber optic link between the two facilities, factors including the refractive index of the fiber, the actual fiber route,
and other delays in the system will further limit the performance to roughly 75 ms to 100 ms per round trip. 
To improve the latency, a replication of the database can be located at a server in San Jose. However, this now compli-
cates the consistency management. If the same or related records are updated in both locations in a similar time frame,
there needs to be a method to reconcile and determine which truly occurred first. Just applying a record lock will not
resolve the issue because if Ashburn recognizes the need to lock the record, it will be at least 12.7 ms before San Jose
would possibly know this record was locked. To minimize the consistency issues, if both data centers are synchronized
to an external clock, transactions (Note 1) can be timestamped to that clock and any inconsistency can be resolved
through post-execution reconciliation algorithms.
The theoretical best time granularity that the algorithms can order the transactions with absolute certainty is limited to
twice the level of the clock uncertainty (CU) at the two locations. If a system can timestamp with a CU of ±100 ms, the
system can only unambiguously determine the correct sequential order of two events timestamped 200 ms or greater
apart.
This spacing is referred to in this paper as a time envelope. In the first graph of Figure 1, the actual sequencing of events
can be determined as the envelopes do not overlap, but in the second graph an unresolvable inconsistency occurs and
there is no way to determine with certainty which transaction occurred first because of the overlapping envelopes. Other
system issues may increase the size of the envelopes, but, as technology advances, the clock uncertainty will always
determine the best-case minimum time envelope that can be used to determine the sequential order of events, also
known as linearization.
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FIGURE 1: The first graph is an example of a resolvable consistency with transactions time-
stamped 300 ms apart, which is greater than the 200 ms time envelope. The second graph has an unre-
solvable inconsistency because the transactions are timestamped 150 ms apart, which is less than the 
200 ms time envelope.
Visualize each set of related or causal records as a unique color. Envelopes of different colors may overlap, but enve-
lopes of the same color may not. If transactions with overlapping time envelopes operate on different and unrelated
records, no inconsistency will occur even if the true time order cannot be resolved. This is illustrated in Figure 2 where
only the transactions on R4 and R5 are problematic. But as the duration of the envelopes increases, the probability of
two identical or related records being affected in one time envelope increases, which in turn degrades system perfor-
mance as transactions are rolled back. Consensus methods, probability analysis, or assigning priority to certain repli-
cations can be used to roll back only one of the transactions, but every roll back creates system inefficiencies, and the
number of roll backs can reach unmanageable levels that eventually result in corruptions. A cost trade-off must be man-
aged.

FIGURE 2: If R1, R2, R3, and R4 are completely independent records that would never interact 
with each other, then the ordering is not critical and the overlapping envelopes could be allowed to occur 
with minimal to no risk. The operation on R4 in Ashburn at 650 ms and San Jose at 825 ms are on copies 
of the same record, and because the time envelopes overlap this causes an issue. If R5 is a function of 
record R4 (for example, R5=2R4+6) the two transactions at 812 ms and 975 ms would be problematic as 
they are causal records with overlap.
Time stamping and time envelopes only enable software to reconcile inconsistencies after the fact. A system with
CU=±2 ms, with a latency between sites of 12.7 ms will only be able to achieve consistency through post-execution
algorithms. In order to minimize the total burden of synchronization post-execution, portions of the databases are some-
times stored in localized shards and only records that have a high probability of demand in multiple locations are repli-
cated.
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Relationship Between System Requirements and Equipment Specifications
System architects typically specify TPS. Clock vendors specify CU. A simple equation that ensures no inconsistencies
can be derived from the discussion above. For the system above with ±100 ms, there is a maximum of five non-over-
lapping time envelopes that can be created, as shown in Figure 3.

FIGURE 3: For a clock with uncertainty of ±100 ms, each time envelope for unambiguous resolu-
tion is 200 ms. This results in a maximum of five time envelopes over a one second period.
This leads to the inequality in Equation 1 that quantifies the requirement for TPS as a function of CU ensuring no irre-
solvable inconsistencies.

EQUATION 1:

Equation 1 is the fundamental underlying principle for determining the correct clock for a system. However, TPS and
CU need to be modified to account for real world applications to avoid underspecifying the clock requirements (resulting
in system degradation) or overspecifying the clock (resulting in unnecessary costs to the system).

TPS Considerations
1. Average vs. Peak TPS. Some databases execute write commands at a constant rate. An industrial process con-

trol database that records sensor values for a production line at specified time intervals is an example of a con-
stant-rate system. Other applications have peak transaction rates. A financial trading application may have peak
activity periods just after a market open and just before a market close. The TPS may be one hundred times
higher than the average TPS during these periods. Many system specifications provide the average TPS based
off the number of transactions per day divided by 86400 seconds. However, the CU needs to be designed around
the peak rates, not the average daily rates.

2. The criticality of irresolvable inconsistencies. For many applications, the inconsistencies may have little
impact to the users other than an annoyance factor. A cloud-based photography application containing metadata
for photos most probably won’t be significantly impacted by a couple of inconsistencies that force a handful of
keywords or tags to be rolled back. However, for some applications there could be significant financial or legal
costs, regulatory requirements [3,4], and even an impact on human life if the applications could affect emergency
services or military decisions.

3. The probability that two causal records could be operated upon in the same time envelope at different
locations. If a distributed database contains customer addresses and each region maintains its own customer
addresses in a localized shard, the probability of someone in Tokyo updating a customer address in London at
the same time as someone in New York is zero. In contrast, a military application may be the summation of mul-
tiple integrated radar images. Each location with a radar contributes to the overall air picture. If multiple radars
are tracking the same fast-moving target, the systems may be reporting data essentially concurrently, and the
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envelope size should be minimized to reduce the probability of simultaneous writes on the fast-moving target. 
Equation 1 can be modified with scaling factors for each of these considerations.

EQUATION 2:

The weighted TPS (WTPS) can be used to consolidate the three scaling factors and the TPS into one variable.
Table 1 list several hypothetical system requirements and the process to evaluate WTPS.

TABLE 1: APPLICATIONS AND WTPS REQUIREMENTS

Use Case
Criticality of 
Unresovlable 
Inconsistency

Probability of Related 
Records Updated at Different 

Locations in Short Time 
Period

Avg.
TPS Spk Sc Spr WTPS

Military Opera-
tions Database

High: Incorrectly 
reported data can result 
in loss of life.

High: Integrated battlefield 
operations are updated from 
multiple sources.

10,000 10 10 1 1,000,000

Financial Trad-
ing Company

High: Lost trades can 
have significant financial 
effects.

High: High volume of trading 
requests at certain times of day 
and stock news creates indi-
vidual targets.

1,000 10 10 1 100,000

Multinational 
Bank Database

High: Lost transactions 
can lead to regulatory 
and legal issues.

Medium: Accounts need to be 
accessed at different locations. 1,000 1 10 0.1 1,000

Medical Data-
base

High: Incorrectly 
reported data can result 
in loss of life.

Low: Individual patient data 
seldomly transacted at differ-
ent locations simultaneously.

1,000 1 10 0.01 100

Industrial Pro-
cess Control

Medium: A few missing 
data points can likely be 
averaged out.

Low: Data from sensors taken 
at regular intervals and specific 
locations.

10,000 1 1 0.01 100

Social Media 
Photography 
Application

Low: Affects customer 
experience, but can be 
resolved by reentering.

Low: Most photograph meta-
data is only updated by the 
account holder.

10,000 10 0.01 0.01 10

Sales Contact 
Database

Low: Worst-case, the 
user has to reenter data.

Low: Updates may occur at 
different sites, but not very 
probable to happen within 
close time frames.

100 1 0.1 0.01 0.1

Spk Sc Spr TPS 1
2CU
------------

Where:
Spk = Scaling factor for peak value vs. average value. The value can be directly determined by dividing the peak TPS
by the average TPS.
Sc = Scaling factor for criticality of inconsistencies. Subjective risk value based on application—systems with no toler-
ance for inconsistency may opt for an Sc of higher than 1, which will require a smaller CU. A system that can tolerate
inconsistencies with little impact may choose an Sc value of 0.01, relaxing the CU requirements.
Spr = Scaling factor for probability of writing to identical or causal records in the same envelope. This scaling factor
could be very low for certain applications where data is normally regionally isolated like the customer database listed
above, which means a scaling as low as 0.001 may be used, where as the scaling factor should be set to 1 when there
is a high probability of occurrence.
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Considerations for CU
The right hand side of Equation 1, 1/2CU, represents the number of time envelopes available based on the clock uncer-
tainty. A more intuitive way to compare this quantity to TPS is to use the term envelopes per second (EPS). Replacing
TPS with the WTPS value, and using EPS, Equation 1 can be rewritten as Equation 3:

EQUATION 3:

This equation makes it simpler to visualize the requirements.
For the EPS of multiple sites to be consistent, the must synchronize to an external clock. UTC is typically used as the
external clock source and it is distributed through various different methods before it arrives at the equipment where a
transaction occurs. Figure 4 shows the two most common paths for delivering time to data center equipment.

FIGURE 4: Typical paths for data center timing. In both paths time is derived from UTC published 
by BIPM and transmitted to a GNSS constellation. Public or private time servers then distribute the time to 
the data center equipment through public Internet or local area networks.
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Both paths in Figure 4 utilize GNSS networks to synchronize to UTC. The path on the left utilizes public network time
servers for the step between the GNSS network and the data center. Public Network Time Protocol (NTP) servers dis-
tribute UTC time to the public through packet-based messages over the Internet at no fee. Published CUs for different
servers vary from 100 µs to 10 ms. This is acceptable for an external clock employed for synchronizing distributed sys-
tems that do not require high EPS (<50), security concerns are not critical, regulatory requirements for precision are
relatively loose or nonexistent, and irresolvable inconsistencies caused by outlier timestamps are an acceptable risk.
However, there are significant risks associated with the use of public NTP servers:
• Accuracy Risks: 

- Lack of assurance that the time is correct on Internet time servers.
- Lack of disclosure of clock source or change in clock source for many Internet time servers. 
- Asymmetric delays in the local area network, through the firewall, and to the public time server.

• Reliability Risks:
- Internet time servers will not send an SNMP trap or alarm when a fault has occurred.
- The quantity of requests on an Internet time server can vary greatly and result in additional accuracy degra-

dation during heavy traffic periods.   
- Lack of assurance of sustained responses from the Internet time server.

• Security Risks: 
- Necessary to open firewall port 123 to 2-way traffic
- Control of public time server time source.
- Lack of authentication methods for Internet time servers making it possible for a man-in-the-middle to manip-

ulate the time stamps.
The path on the right in Figure 4 bypasses pubic NTP and the Internet. This not only eliminates all the risks listed above,
but also provides higher EPS values. A private time server directly acquires its time from the GNSS constellations and
distributes time within the data center over a LAN as a private NTP server or Precision Time Protocol (PTP) grandmas-
ter. Microchip offers several solutions in different form factors to address these needs. The Microchip SyncServer® S600
High Performance NTP Time Server [5] and the TimeProvider® TP4100 PTP Grandmaster [6] are both solutions that
provide accurate time and distribute it to a secured local area network in a 1U rack-mount solution. These feature-rich
solutions include an embedded 72 channel global navigation satellite system (GNSS) receiver that derives time from
GPS, Galileo, GLONASS, Beidou, and other available constellations.

FIGURE 5: The Microchip TimeProvider TP4100 PTP Grandmaster and the SyncServer S600 
High Performance NTP Time Server.
Both products provide a local time source and distribute this time through packet-based messages over a network. How-
ever, the local time source is only one contributor to the final accuracy of the timestamps at the actual equipment. Other
factors that affect the timestamp accuracy include the number of routers and switches between the time server and time
clients, and the hardware and software used for timestamping. When considering all factors, systems ultimately can
degrade timestamp accuracy from the time source by an additional 20 ns to 5 µs. Including system inaccuracies, the
right hand side of Equation 3 can be rewritten as Equation 4.

EQUATION 4:

EPS 1
2 CUC CUN+ 
--------------------------------------=

Where:
CUC = The clock uncertainty of the dedicated clock reference.
CUN = The clock uncertainty of the network equipment and other hardware.
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Many systems strive for final timestamp accuracy in the sub microsecond range, allowing a timestamp generated in a
server in Ashton VA, San Jose CA, or Sydney, Australia and all the equipment in the distributed application to have sub
microsecond accuracy not only with respect to UTC, but also with respect to each other.
Both the S600 and the TP4100 are designed to support ITU Primary Reference Time Clock (PRTC) requirements. The
ITU specifications are maximum values rather than typical or RMS values. Table 2 provides a comparison for the S600,
TP4100, and public NTP for a state-of-the-art (SOTA) local area time network where all other sources of inaccuracy
contribute 100 ns to the final timestamp accuracy at the time client. It also provides the associated EPS.

A common issue with specification interpretations arises when data sheets list <15 ns RMS for the source accuracy.
This is an RMS value equivalent to one standard deviation, not a maximum value as shown Table 2 or listed in the ITU
specifications.
In addition to the rack mount solutions, Microchip offers small form factor solutions, including the Tekron brand TTM 01-
G DIN-rail mounted Compact GNSS Clock [7] that offers NTP and PTP functionality with a 32 channel GPS and GLON-
ASS receiver. This product, while not fully PRTCA capable, can provide typical values of less than 100 ns.

FIGURE 6: Microchip Tekron TTM 01-G DIN Rail-Mounted Compact GNSS Clock.
The left hand of Equation 3 (WTPS) is the system requirements. The right hand of Equation 3 (EPS) is the equipment
capacity. each envelope can only contain one weighted transaction at most. Figure 7 compares the WTPS of the various
applications listed in Table 1 and the equipment EPS values listed in Table 2. When designing a system, the red bar for
the specific application (WTPS) must be less than the black bar for the capacity of the system (EPS). The graph illus-
trates that public NTP does not provide a high enough EPS for the military, financial, and trading applications. For the
other four applications, public NTP provides an adequate EPS. However, it may be an inappropriate choice for security
or other reasons.

TABLE 2: COMPARISON OF PERFORMANCE OF VARIOUS EXTERNAL CLOCK SOLUTIONS

Reference 
Clock Type Enabling Technology

Source 
Accuracy to 

UTC

Timestamp 
Accuracy 

SOTA Time 
Network

SOTA 
EPS S600 TP4100

Public NTP Packet-based time over public Internet 2.00E+06 ns 2.00E+06 ns 250 — —
PRTC-A Single band GNSS receiver 100 ns 200 ns 2.50E+06 X X
PRTC-B Single band GNSS receiver 40 ns 140 ns 3.57E+06 — X

ePRTC Multiband GNSS receiver and cesium 
atomic clock 30 ns 130 ns 3.85E+06 — X
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FIGURE 7: Application WTPS Requirements vs. Equipment EPS Capability.

External Precision Time Security Solutions
All the clocks mentioned above rely on GNSS receivers to provide the time traceability to UTC. Due to the very low
power of GNSS signals, they are susceptible to jamming, which occurs when the GNSS signal cannot be read by the
receiver due to energy from another signal. The sources of jamming signals can be either intentional by an individual
with malicious intent or unintentional by signals operating in similar frequency ranges. GNSS signals can also be inten-
tionally spoofed by transmitting a simulated GNSS signal with malicious intent. GNSS spoofing and jamming are iden-
tified as major threats to critical infrastructure by the US Cybersecurity and Infrastructure Security Agency (CISA).
Executive Order 13905 [8] was issued in 2020 requiring US Federal Agencies and Critical Infrastructure operators to
take actions to mitigate risks related to spoofing and jamming. Jamming and spoofing events are occurring with increas-
ing frequency as the technology for both becomes widely available. During these events, also referred to as GNSS
denial, the NTP server or PTP grandmaster will drift away from UTC, thus increasing the clock uncertainty.
If spoofing remains undetected, it becomes an even greater risk to security as third parties could intentionally manipulate
time at a data center location, allowing unauthorized access to data, and possibly resequencing data. 
Microchip’s Bluesky™ GNSS Firewall [9] hardware solution detects spoofing and jamming and provides either a simu-
lated GPS signal during these outages or squelches the signal from the receiver before the time is transmitted to the
network. It can also be configured to pass through alternate time sources during these events.

FIGURE 8: Microchip’s Bluesky™ GNSS Firewall.
In addition to the hardware solution, the TP4100 and S600 are both available with similar anti-jamming, anti-spoofing
software, including the recent “Bluesky Inside” software release.

External Precision Time Resiliency Solutions
When an external precision time source is distributed securely to a data center, the EPS is dependent upon the accuracy
of the external time source. However, once the external time source is lost, that data center must rely on an internally
located clock or an alternate external time source. The external clock could be lost for any number of reasons: an Inter-
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net outage for public NTP, a solar flare for GNSS-based time, or something as simple as an improperly grounded
antenna transmitting a signal that unintentionally jams GPS signals at nearby antennas. Once the outages occur, the
local timing will drift from the external time source, resulting in increased uncertainty and a decrease in EPS. This rapidly
increases the probability of irresolvable inconsistencies and can quickly jeopardize an entire global database because
the sites are no longer synchronized. The amount of drift will depend upon the stability of the local clock source avail-
able. Microchip offers a number of quartz- and rubidium-based embedded clock options for the S600 and TP4100, and
offers external cesium atomic standards clocks including the 5071A [10] and the Time Cesium 4310B [11] that can be
used as alternate time references for the time sources.

FIGURE 9: Microchip 5071A and 4310B Cesium References.
Figure 10 shows the EPS for several Microchip solutions with different clock types while locked to GNSS, along with the
EPS degradation after 24 hours of GNSS denial, and after one week of GNSS denial for a SOTA time network that adds
100 ns of inaccuracy to the timestamps (Note 2). Public NTP at an accuracy of 2 ms with a local crystal oscillator back-
up has also been added to the chart for reference. The chart illustrates that, while locked to GNSS, all the Microchip
solutions provide three orders of magnitude of improvement in EPS compared to public NTP. The impact of the different
local clocks on EPS is also clearly evident, with local TCXOs quickly dropping to public NTP level of performances when
not locked, whereas a cesium reference offers almost no degradation in EPS for a full week. Data center architects must
determine the impact of the decreased EPS and design in the appropriate references. In conjunction, many architects
may choose to still have a public NTP or another backup external time source during GNSS denial.

FIGURE 10: EPS for various different external clock options during GNSS disciplining and during 
GNSS denial.
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Figure 11 and Figure 12 compare the application WTPS vs. EPS in unlocked (GNSS denied) operation for 24 hours and
one week. Both graphs indicate that, while unlocked, the choice of the local oscillator is critical to ensuring that the appli-
cation WTPS requirements are met. After only one day of GNSS loss, the banking application will require at least an
OCXO, and the trading and military applications require a rubidium. After one week, most of the applications require an
atomic clock.

FIGURE 11: Application WTPS requirements vs. 24 hours unlocked equipment EPS capabilities.

FIGURE 12: Application WTPS requirements vs. 1 week unlocked equipment EPS capabilities.
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Virtual Primary Reference Clocks

FIGURE 13: Conceptual Diagram of a Virtual Primary Reference Clock.
To meet the demands of distributed system models that require increased capacity and speed, Microchip has developed
the “Virtual Primary Reference Clock” to distribute precise, secure, and resilient time in a turnkey solution [12]. By pairing
the S600 or TP4100 time server with an embedded rubidium clock or an external cesium clock and securing it with
Bluesky Firewall hardware or software, a high precision time source can be located in each data center to increase its
overall EPS, enabling millions of TPS to occur without significant consistency risks, even if the external time source is
lost for a day or even weeks.

Conclusion
Determining the correct timing architecture to support globally distributed data is dependent upon multiple factors includ-
ing the transaction per second, the criticality of unresolvable inconsistencies in data across replications, and the prob-
ability of records or related records being updated in multiple locations over short time periods. Once these factors are
analyzed, the WTPS can be determined and the correct equipment can then be specified to ensure the required level
of consistency within the data is achieved.
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Notes
Note 1: This paper assumes transactions consist of one operation. Most database transactions involve multiple

operations. The principles in this paper would still apply, however values would need to be scaled to account
for the number of operations in a transaction.

2: Clock accuracies assume constant temperature. Values are either taken from published values, empirical
data, or projected values from models. Unlocked values assume the clocks have stabilized and disciplined
to UTC for a period of time as specified on data sheets.
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